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What you don't

Each sysadmin installed a serve
(If you're lucky, it might be the
might be different releases, o
distributions)

Each server has local, unknown, customizations from

each sysadmin

You have 300 workstations with an old version of some
distro, and you have to upgrade sshd, or convert t%gm to
autofs with ldap
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Install server? What install server?



Challeng 7

You mean I have to maintain wo
have root and can install and remov

Why maintain servers and workst

But how do I keep all this 1 sync

don't even have the same list of soft lled?

How do I even update software? How about conf files?

Do I need to change the install each time I make changes
to the installed base?

How about machines that were loaded before | changed

the install but after I synced the chang stalled
base? -



Non working solutior

- All workstations rsynced from centt

> very heavy on the rsync server(s)
> nightmare to maintain rsync includes/excludes
> unsafe to upgrade libc

> hard to maintain local software

- chroot live 1image with ssh/scp pus

> much better (install & clients in sync)
> support for local software

> disaster if some clients can be down since they miss updates

> nice install server with no updates

> No comments...

- nice 1nstall server with push updates

> what about clients that are down during updates? : o .

> 1nstall out of sync with pushed updates



- !.

Requirement for a go

> Should work for several class o
servers, workstations...)

- clients should always end up I
updates in order if you were down)

> 1f an update fails, 1t will retry .::.f'

- an update failure should not put a client into an unknown
state 1t may not be able to recover from

- The 1nstall should be updated at the same time than the
installed base, and there should be no lapse of time for new
installs '

- Some downgrade/rollback capability



Getupdates bo

> Initial 1nstall can be on CD/DVLE
with an out of date disk copy

~ clients are up to date as soon as tl
- lead and gold (1.e. unstable vs .':"-.,_._

> you know about all your clients:
- cpu/memory/disk/hardware information
- linux kernel version
- list of packages installed
- all users logged in the machine present and past / me

- convert between hostname, IP, and MAC address
is down) e




Implementation: |

- apt-get takes care of installing
dependencies (computed automatic

> changesets are a comprized of
compressed tar archive containing
the update (just two files to retreiv
http/ftp) |
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- getupdates 1s the core of the install and wupdate
mechanism and pulls changesets via nfs/http/ftp.

getupdates runs at install time and from cron, checks the
update server for a list of changesets for the client's
$TARGET, and retrieves the upd.ge 1f 1t 1f 1
been moditied since the last time 1t was



Implementation: !

- [etc/sysconfig/getupdates:

TARGET=wkslead

NFSHOST=software.nfs
NFSSWPATH=/software -> $NFSHOST/$NFSSWPAT;
PROTOCOL=nfs ROEES.

S
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WORKDIR=/var/lib/grhat =
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STATBASE=/auto/clientinfo -> runtime (autofs)

NFSSTATMNT=clientinfo.nfs: /clientinfo -> load time from boot media
> STARGET determines lead vs gold and wks vs srv

- clientinfo is NFS only and for stats and logs
> $PROTOCOL is current http or nfs, anc canb



Implementation:

~ File layout 1n the 1nstall tree:

& Cscreen & ‘scraen
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Makefile,changezet -* #h

Makefile, taguork
zuwoold

ztulead

ztutest -r zrulead
wkzoold

wkzlead

wkztest -» wkzlead

Q0050 _PudSudo_lks
0100_RedHatPatchl
00110 _Scriptelnstall
00120 _GoogleConfl
ao1E0_LinksInstall
QO200_AptBatch
NO220_AptBatch_liks
00240_AptLangModules
A0E20_kernel ks

00500 _AptUpgradesnltherI

00510 _AptUpgradesnltherI

099939 _AptGetUpgrade
10110 _FixhlkzsPackagesl
0000 _F ixPerms

5000 _Obzolete

33000 _llallReboot

links

list

Makefile -> ../ Makefile.
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ztaniSsoftwaresgrhat/targets wkzleadd head -3 list

Q0050 _PudSudo_bk=

A0100_RedHatPatchl

a0110_Scriptalnstall

ztanissoftwaresgrhat targets wksleadd od 00110 _Scriptzlnstall: 1z -1
total 40
drur—xr—x 4
—WE =R 1
Lt 1
le,changeset
W=
—ru-tr——t-= 1 root root 11 Mow 30 19:28 updatedate

—r-F-—r—— 1 root root 26206 Mow 25 13115 workfiles,tar,bzZ
ztaniSsoftwaresgrhat targets wkslead 0110 _Scriptzlnstal 1# cat updatedate
10702493338

ztaniSsoftwaresgrhat/targets wkaleadD0110_Scriptalnstal 1# make newdate

Done

ztaniSsoftwaresgrhat targets wksleadM0110_Scriptzlnstal 1# cat updatedate
1070250306

ztaniSsoftwaresgrhat/targets wkelead Q0110 _Scriptelnstal 1# find files —type £ |
head -3

filez/varslib/grhat/funcs

filez/uzr/local fzcriptedcorphost

filez/uzr/local fzcriptedcopyzafe
ztaniSsoftwaresgrhat targets wkalead Q0110 _Scriptslnstal 1# od L,/ links: 1s -1
total O

Lt 1 root root
zlnztall/filesdvars/libfgrhat /funcs
LrwsrwxErus 1 root root 58 Jun 13 19:33 getupdates > ., 00110_5
criptzlnstal l/filesfusrs/local fzoriptes/getupdates

Lt 1 root root 48 Jun 13 19:33 zhlock -» ,./00100_RedHa
tPatchlsfilesuzrlocal /bindzhlock i
ztaniSsoftwaresgrhat targets/uwkeleads ] inks# !

12 2003
2 20533
12 06340

files
fixperms
Makefile -» .7, . /Makefi

root
root
root

root
root
root

4096 May
107 Jun

24 Jun
root root 1445 Now

20 13:15 runme

43 Jun 13 19:33 funcs -» ,,fﬂﬂiiﬂ_ﬁcriptg




Implementation: Pc

You need to bootstrap getupdates vi

We read contfig options from /pro
passed to install kernel (via syslin
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Some getupdates logic in postinstall ptions, use
them to retreive getupdates and its tools, install them on
disk, and save boot options 1n /etc/sysconfig/getupdates

Distribution specific, but needs to be run 1n a chroot after

the distro's install has completed (%post in a Red Hat
kickstart file)

Install getupdates ASAP so that it can cont
machine crashes or gets unplugged durir
i

1e install if



Implementation:

Eterm Font round  Terminal
g "=== Start Postinstall ==="

mkdir ASuskdlocalsscriphs
mkdir Swardlibegrhat

¥ detossysconfigdgetupdates

# Lets you specify the domain if you need to with 1! instead of the whole
# thing ¢zawves on the characters in the char buffer for kernel arguments
DOMAIM=corp, google, com

# Those wariables are used both here and inside getupdates once the machine
# iz up and running, =0 we read them here and sawe their walues in
# Jetossysconfigdgetupdates if they are non default
# TRRGET is something like wksgold
# MFS loads are made from $HFSHOST A $#MFSUPDPATHA$TARGD.
# HTTF loads are made from httplA"$HTTPUPDPATHA$TARGDS
# PROTOCOL defaults to http but you can set Lo nfs
for WAR in TARGET MFSHOST MFSUPDPATH HTTPUPDPATH TARGD FPROTOCOL
clo
wvar="echo $WAR | zed 'z ENIALNLAT
WALUE="cat $CHMOLIME $CHIOLIMEZ | grep "$war=," | tail -1 | sed -e "=/, %dvarss
A o—e Mad A e MadN LA TIOMATHA Y
if [ ="#WALUE" != = 1% then
eval “echo "$WAR=#YALLE" "
log "Got $VWAR=$VALUE from kernel command line"
echo "$WAR=#VALUE" »» Jetocdsysconfiglgetupdates
el=e
log "Didn't get $#WAR from kernel command line"
fi
clone

if [ -z "$TARGET" 1% then

# MHote that because of our krb setup, if the install dies in the wong

# place Cand that window iz kig), it iz likely that sshd will not

# let you log in afterall, Oh well,..

die "target= not giwen on kernel command line, fatal, rebooting in 10mn" G000
fi

[ -z "#TARGD" 1 && TARGD=" grhat targets"

if [ -z "$4PROTOCOL:" 13 then

# Little trick to make PROTOCOL default to the one used to retreive the

# kickstart image ‘which doesn't mean you can't kickstart from http and

# install from HFS5: just set PROTOCOL in that casel

PROTOCOL="cat $CHDLIMNE $CHOLIMEZ | grep 'ks=,' | tail -1 | sed -e "=/ ,%ks=/"
L u5/:+x//u‘

if [ -z "$4PROTOCOLE" 13 then

log "LOGWARMIMGY Couwldn't read protocol from cmdline, defaulting to http

FROTOCOL=http
el=e

log "Assumed PROTOCOL $FPROTOCOL from ks kernel command line"
fi

if [ "#PROTOCOL" !'= nfs —a "$PROTOCOL" = khittp 1% then
die "Fatali Ho support for protocol $PROTOCOL, rebkooting in 10mn" &00
fi
# This one, we want in the config file no matter what Cwe won't weite
# all the other walues if they are defaultl
echo "PROTOCOL=4#FROTOCOL" > Jetodsysconfigdgetupdates

52,1

Postinstall Code

& ‘screan
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# If you do multiple runs during debugging, those are already present
# and immutable
chattr —-i AvardlibAgrhatAfuncs Ausrdlocal fscriptsdgetupdates Ausrdlocalsbindshlo
ck 2k dews/null
if [ "#PROTOCOL" = http 1% then
if [ —z "$HTTPUPDFATH" 1% then
HTTPUPDPATH="http: A apt"
log "httpupdpath unset in kernel command line"
log "defaulting to $HTTPUPDPATH"
fi
BASETREE="#HTTPUFDPATH-$TARGD 4 TARGET /1 inks,""
KERMODTREE="4$HTTFUFDFATHA$TARGD , , ks, cfg /modules "uname -r "
log "Got httpupdpath from kernel command line"
log "Retreiving updates from $#BASETREEE"
pushd Atmp
file=shlock} wget $BASETREEA$#filef mw $file Ausrslocalsbin
file=getupdatest wget $BASETREEA$file: mw $file Ausrslocalsscripts
file=funczi wget #BASETEEEA4file: mv $file Awvarslibdgrhat
[alalals]

# The FH installer should do that for us, but I'11 leave this here

# Just in case

if | sshindlsmod | grep —g nfsi then
log "Trying to load HFS support for getupdates install logging"
file=sunrpc,or wget $KERMODTREEEAS$file: Ashindinsmod —F $Ffile
file=lockd,of wget $KERMODTREEA4file: Sshindinsmod —-f $#file
file=nfs,o0f wget #KERMODTREEA#file: Ashinsinsmod —f $#file

el=e
log "HFS support loaded, getupdates can use that"

"$HFEHOST" —o -z "#HFSUPDPATH" 1% then
MFSHOST==oftware ., nfs
MFSUPDPATH="=cf tware
log "nfshost anddor nfsswpath unset in kernel command line"
log "defaulting to MFS from $HFSHOST;#HFSUPDPATH"
fi
BASETREE=+auto/software 4 TARGD $TARGETAlinks
log "Retreiving updates from $#BASETREE wia HFS"

mount —o ro.nolock $HFSHOST 3 #HFSUPDPATH Aautos'software
cp $BASETREEAshlock Ausrlocalskbin
cp $BASETREEAfuncs Awars'libdgrhats/funcs
cp $EBASETREEAgetupdates Ausrslocal/scripts
fi

chmod FES AvardlibASgrhatAfuncs Ausrdlocal Ssoriptsdgetupdates Ausrdlocalsbindshlo
ch
# This i= for getupdates to know the files came from ws, not RBH
chattr +i AvardlibAgrhatAfuncs Ausrdlocal fscriptsdgetupdates Ausrdlocalsbindshlo
[=1
if | Auskdlocaldscriphbss/getupdates ——Ffirstload: then
die "getupdates exited with error code, rebooting in 1omn" &od
fi
echo

test —d Jautodsoftware L% umount Jautodsoftware
log "=== Post Install Done ==="




Implementation: getup

All changesets have to include fu
install functions: :

 reads SWORKDIR / SLEADGOLD / $
* installlink: move a file out and make a syml
* installfile: complex function that provides 8 o
* chattr: only run if argument 1s file, and skip symlinks

* removefiles: delete file only if it's there, and after chattr -1

* rotatefile: move a file out before a new one is installed (used by
changesets and installfile, before replacing a stock file)

* rpm/dpkg wrapper that removes expected stderr output
* apt-get wrapper that defaults to -q —trivial:_%lly for

* apt-get-force when you really need it (apt-get -q



Implementation: }_

We need to take care of many case¢

* if file is mutable, rotate out, install n
operation in WORKDIR/state/changedts

* optionally, install without rotation (ov -5;3

* if file 1s mutable but in changedfiles, it's been user modifie d, skip i

e Bl

* if file 1s immutable, upgrade getupdates maintained file in place
* or force rotation anyway |

* or install a file in place and leave mutable by spec1fy1ng the md5sum of

the intended target (which leaves it alone if the user modif



Implementation: Chan

There are many rules for writing ch

* changesets are numbered in the order yo
* changesets can be run multiple times and have to bewritten accordi:
* do not generate any stderr output unless ' ] r error

* changesets run under bash's errexit. All lines of code have to return true
* you cannot change the current directory, but you can use pushd/popd

* you must not use apt-get install -y foo to get its dependencies: list all the
dependencies and remove conflicting packages first. This safeguards you
against some package removing other ones you didn't expect

 remember, this all runs unattended, expect the unexpect 1 and be very
careful B T
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Im lementatl On L] # +Id: depotsopssocorpegrhatsupdatess00lo0_RedHatPatchi#de
° + Swardlibdgrhatdfuncs

log "Starting $1"

echo "Basic RH fixes"
I l ese x I l l perl —p -1 - 'sS132345irespawnttdshinteymingetty thylAli2E45 respawnttdshintedmin
getty ——noclear ttyld' Setodinittak

# OF course we want sysrog, How can you fix an unrebootable machine otherwise?
perl —p -1 -2 'slkernel syseq = OAkernel  syseg = 1Y Adebossysctl  conf

echo "Installing new programs in AQusedlocals"
installfile usrslocals/scripts copysafe
Eterm Font B aund  Terminal installfile usrs'locals/scripts savelog
#1/binsbash -e echo "Installing Broadoom MIC driver"

’ . if I orpm o —ga | ogrep "thomEF00-" EkAdewdnulli then
# $1d: //depots/opss/corp/arhat/updates/D0050_PudSudo_lks#7 $ rpm -1 httpillapt RedHat grhate] inke bomB7o0-2,4,20-2, rom & /devsrull |1 tru
=]
rpm —i httpidfapt/RedHatAgrhatslinksAbomS7Po0-2, 4, 20-8-snp,rpn &xSdew/rull 1]
true
fi

. Avardlibdgrhatsfuncs

# Yery important: this script could be run multiple times, you need to take this

# into account =o that it doesn't do sztupid things if called more than once echo "Installing new config files"
installfile etc bhashrc

m . m installfile etc zshro

lag "Starting $1 installfile etc inputrc

# If you change thiz, change # FEH z=h iz borked, it doesn't source Jetcdprofile and provides a bad zprofile

# /fdepotsopssocorpdorhat ke, ofofsnippetadis_12_pwd_wks,cfg too ted setct In —snf profile zprofile
EMC=" L E X O inztallfile stosmo ‘s

installlink , fetcs/mocdmc,lib ASusedsharedsmosmz, ik
q _ - . . installlink , Adetcdmocdmc,ini AuskAsharesmosme, ini
if | QEEP"Iq t ???hrﬂut*thtCKPaiﬁwd’ then installlink , Jetor/mosmo,ext Ausrdsharedmosmo,ext

[T y]u] nEtalllng sash accoun

uzeradd -d froot M -s Sshindzaszh -0 -u 0 -g 0 =sashroot i I -L setosalternativessetags -a —x AJusrsbindetags -3 ! -x Jusrsbindetags.em
i acs —a —x Juskdhindctags 13 then
my Susrdbindetags i, emacs ¥

# UPDATEPWD can bet szet to no in Aetodsysconfigdogetupdates
I =x Jusrdbindetags —a —x Ausrdbindctags 13 then

q | on "o .
15 [Eéhi fﬂEEEIEEEDPDDtZEESi;D:E?n ln —=nf Jusrrbindctags AJetocslalternativescetags
ln —z=nf AJetoalternativessetags Ausrsbindetags
perl —-p -i —& "“Fenc="$ENC': chomp(“Senc): sl root:[":]#: lroothFenc: ! =1"s i & &
ashroot:[:1#: 1zashroot thFenc: 1" Aetodshadow . ) )
Fi # Quiet down stupid, spammy cron job
TARGET=+etc /cron, desysstat
" if test —f #TARGET %% | grep —q 'Adewsnull' $TARGET: then
if | grep -q '"“Hayzops' Jetocdzudoers: then " _operl —p —i —e ts#lAusedlibdzacsoREl Lxddew/rull#' $TARGET
echo "Inztalling sysops group sudo access" fi
perl —p -i -e 's/"(root #ALL= %) $1nEsysops ALL=(ALL) ALLS' AetodsudoerssSilloche “Inztalling oron jobs®
fi # All cron jobs need to be installed with —o to avoid rotations Cotherwise
# we get multiple crons, not something you wanktl
1 "Finizhed $1" ~“Mllin=tallfile —o etc/ocron,d getupdates,cron
#DE . Inizng installfile warslibsgrhat knowncronerrors
ELUMN SUCCEsSs
echo "Remowving RH programs"
# ke call Abindrpm to get the return code from rpm Cand not call the function?
for rpm in Firsthoot rhn-applet upZdate-gnome up2date desktop—printing
clo

if Ahindrpm —g frpm RAdewdnulli then
echo "Remowving $rpm"i orpm ——erase frpm

log "Finizshed $1"

# Return success

exit B

2= Eot

E.




Implementation: Char

copy changeset code to targets/wks

note that new installs could break
not on gold

copy new files used by changes_ _:
use makefile to rebuild workfiles.tar.bz
go on a client and remove $WORKDIR/state/xxxx
run getupdates to check changeset on a client

change updatedate on the server for other clients to pick up
the new changeset A

-




Implementation: F

apt tree setup obviously distro spe .
apt-rpm setup example available
recommended setup: o 1|!
* aptroot/targets/lead b
* aptroot/targets/gold
* aptroot/targets/links
maketile to sync from main apt tree to lead and the ,,o

optional extras shadowed out with pinnin




Stats and logs:

- Keep track of how many machines
and whether updates are failing

* /auto/clientinfo: hostname -> MAC and I
* /auto/clientinfo/MAC (mutiple versions in
* hardware config info: cpuinfo, df, lsp::.
+ system info: ps-auxww, free, uname-a
+ machine info in symlinks: hostname, ip, uuid (RHN)

+ getupdates run info: log/log.last/log.update

+user info: owner, who



pushing: runc:

- Uses ssh key root logins to
machines

- Imperfect: any client can be up_.,

agime an o
= I: [
ey
o 1

~ Uses: R

Cht Eh

* Mostly recovering from complete getupdates failure

* Dirty fix on “most” machines

* trigger a pull on most machines (runcmd getupdates)

* quick mnfo poll without writing a chang




Thank god for Sy

/etc/resolv.conf -> per office subc .
/etc/crontab -> crontab.srv | wks
/etc/auto.net o 1|!
/etc/syslog.conf B

'.'E':"'-.E ! J
/etc/nsswitch cont (with/without ldap/nis) & |

/etc/pam.d/system-auth (with/without kerberos/ldap)
/etc/X11/XF86Config

etc..

am ol o :
n " o
- .': o lr -




What's missing

- Automated, fully failsafe, rollbacks

> quite hard to implement without snapshots in the

> Add checksums/gpg signatures

> not too hard to do, but mostly useless if y
rpms/debs are also signed -> lots of work

> crond watcher and restarter
> Need to get around to that one day :)

- clientinfo reporting over HTTP and not just NFS
> would be a little work and require a specialized CGI with http upload

- backup getupdates when you sync a bad getupdates

- critical missing piece if you update getupdates and make

» watch /var/log/getupdates and retrieve and run%lell S
the last update is too old (try 4 bytes of the IP, and th






